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1. Definitions:

· Personal data – any information relating to a living person who is identified (or can be identified) from that information
e.g. names, addresses, telephone numbers, job titles, date of birth, salary 
contained in a filing system (e.g. personnel files, online HR records, card indexes)
GDPR definition also includes ID numbers, location data, online identifiers, genetic or biometric information (e.g. fingerprints)
· Processing – anything done with personal data
· collection, recording, storing
· organising, structuring, 
· altering
· using, disclosing
· erasing, destroying
GDPR definition – “whether or not by automated means”
· Data controller – person or body which determines the purposes and means of processing personal data
e.g. NESS collects donor names and contact details and decides how to use that information
NESS is still the data controller, even if information is held by a third party (e.g. outsourced payroll)
Can have joint data controllers
Broadly same as DPA
GDPR extends obligations and potential liability to data processors
· Data processor – person who processes data – staff and certain NESS volunteers
· Data subject – any living, identifiable individual about whom personal data is processed
· Service users

· employees, individual contractors or consultants 
· volunteers, trustees, board and committee members
· suppliers, customers
· individual contacts, e.g. fundraising/marketing databases
2. Satisfaction of principles of the GDPR
In order to meet the requirements of the principles, NESS will:

1. Observe fully the conditions regarding the fair collection and use of personal data

2. Meet its obligations to specify the purposes for which personal data is used

3. Collect and process appropriate personal data only to the extent that it is needed to fulfil operational or any legal requirements

4. Ensure the quality of personal data used

5. Apply strict checks to determine the length of time personal data is held

6. Ensure that the rights of the individual about whom the personal data is held can be fully exercised under the Act

7. Take the appropriate technical and organisational security measures to safeguard personal data

8. Ensure that personal data is not transferred abroad without suitable safeguards

3.  NESS’s Lawful bases for processing data
To be able to process personal data and special category data, there must be a lawful basis for doing so.  The GDPR lists 6 lawful bases for processing data.  
((a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

All of them are equally valid, none is more important than the other.  There are a number of conditions associated with the different lawful bases, and different lawful bases elicit different rights of the individual whose data is being processed. These are listed in the appropriate documentation.
Processing special category data

There must be an additional lawful basis for processing special category data (health, sex and sexuality, religious or philosophical belief, race, ethnic origin, politics, genetics, biometrics, gender and trade union membership).  
NESS processes special category data about service users and staff. 

There are ten conditions for processing special category data:

a)  The person has given explicit consent

b)  Process is necessary for fulfilling obligations under employment law, social security and social protection

c)  For protecting vital interests
d)  Processing in course of legitimate interests for political, philosophical, religious or trade union aim

e) Personal data made manifestly public by data sugject 

f) Processing needed in defence of legal claims or by courts

g) Reasons of substantial public interest

h) Reasons of preventive or occupational medicine, assessing person’s working capacity, medical diagnosis, provision of health and social care or treatment or management of health or social care systems 

i) Reasons of public health e.g. protecting against cross-border threats or ensuring high standard of health care

j) Necessary for archiving in public interest, scientific or historical research purposes or statistical purposes

Although individual service users will access the services relevant to their needs, NESS offers access to all the services, which the service user chooses according to their need.  Therefore, the boundaries of confidentiality and information sharing remain across all of NESS services 

NESS has identified that the following lawful bases for processing personal data and special category data that apply to different areas for work.

	Service user personal details 
	Service user personal details are processed on the basis that the service user is entering into a contract with NESS to be provided services.  the contract exists for the provision of statutory social work, rehabilitation and equipment services, as well as all the added value services.   These services include:

· social work, 

· rehabilitation, 
· equipment and daily living aids
· information and advice provided by various staff 
· NESS news newsletter and associated mailings
· audio library, 

· Employment service

· CIS service, 

· YPSS service, 

· specialist IT service,

· transcription service 

· BSL interpreting booking service, 

· hospital information service

· audio library

· audio magazines
· Hear2Help



	Service user special data 
	The lawful basis for NESS to process special category data about service users is that we are providing health and social care services. 

Because we provide health and social care services, there are also legal bases by which we must process some service user information in certain circumstances.  These requirements fall under the following legislation include:

· Community Care and Health (Scotland) Act (2002)
· Social Work (Scotland) Act 1968
· Adult Support and Protection (Scotland) Act 2007
· Adults with Incapacity (Scotland) Act 2000
· Children’s Act 1995
· Children and Young People’s (Scotland) Act 2014
· Children and Young People’s information Sharing (Scotland) Bill 2017
· Getting it Right For Every Child



	Service user data
	The lawful basis for sharing personal or special category data of service users with a 3rd party is explicit consent – this will be recorded in the person’s personal file. 

Exceptions exist where NESS may have to share information if the person is at risk of harm to themselves of others as governed by other legislation.

	Staff personal data 
	The lawful basis for NESS to process staff data is contract.  


	Staff personal details and special category data
	The processing of staff personal and special category data is determined under legislation that defines the employment relationship.  This includes

· Employment law

· Health and safety at work Act

· HMRC legislation 



	Volunteers
	The lawful basis that allows us to process volunteer’s personal details is also contract – an agreement between NESS and the data subject outlining the volunteering arrangements and the expectations and responsibilities of each party 

	Fundraisers and Sponsors
	The lawful basis for processing information relating to fundraising is also contract

	Training participants
	The lawful basis for processing information relating to training participants is contract

	Suppliers
	The lawful basis for processing information relating to suppliers is contract.

	Photographs and personal stories or quotes
	The lawful basis for processing photographs, personal quotes and personal stories is consent where these are not anonymised. 


NESS’s Data Controller 
The designated data controller for day to day processing is the Head of Corporate Services. Overall responsibility as Data Controller rests with the Chief Executive.
Processes by which information comes into and is processed by NESS
The diagram below illustrates the document processes that NESS uses to process information for all its main data subjects.  This is further detailed in the Data Audit sheet. 





3.1. Fair collection and use of personal data
NESS ensures that all data are relevant for the purpose they are to be used for by designing an appropriate referral/application form and ensuring all staff taking referrals/processing applications are aware of what to collect and how to handle data.  Data subjects receive clear information explaining how their information is being processed (see below 2.3).  All persons handling data receive training as part of their induction and systems are designed in a way to give access on a need to know basis to staff and certain volunteers.

NESS’s Data Audit lists all the data coming into NESS, how it processed, the lawful bases for processing personal details and special category details, the legal framework that affects how we process data, and the documentation NESS uses.  The Data Audit should be used in conjunction with this procedure. 
3.2 Privacy of information statements and consent forms

NESS has put in place Privacy of information statements relating to the following circumstances: 

· New service user’s terms of engagement and statement of rights

· Volunteer application

· Data protection statements for sponsors, fundraisers and training participants on relevant forms.
NESS has also developed consent forms for use in the following circumstances: 

· Use of testimony or personal stories 

· Use of photographic images 

· Staying in touch/ provision of NESS information

Documents used to inform different data subjects

	Data subject
	Document

	Service user
	Privacy of information statement in client information pack, full privacy statement available on request, forms for children are signed by the child and a parent, a new form is issued for the child to sign on their own account when the child reaches 16 years of age (annual checks by YPSS staff)
Consent form for photos, personal stories, staying in touch where service user is not accessing services but may want to receive NESS news

	Job applicants/employees
	Application form, 

Equality monitoring form, employee detail form
Disclosure check forms

Supervision notes

Absence records

Appraisal records



	Training participants
	Booking form
Evaluation form

	Volunteers
	Volunteer application 

Privacy of information form

	Supporters/donors
	Gift aid envelope, sponsor form, staying in contact form for signing up to receive NESS news and other mailings

	Anyone involved with NESS services or events
	Photo usage consent form to allow usage of photo for promoting NESS

	People sharing their personal stories
	Consent form for using personal stories 


2.4 Quality of data
NESS makes every effort to ensure data held are accurate.

Service user database

· Checking regional papers in areas of activity for family notices

· Amending data after mailshots when undelivered mail is returned

· Conducting a new assessment of need for cases which are reopened after a period of closure

· Reacting immediately to notifications given by service users, carers or families and amending the database accordingly

· Deleting data, after the specified archiving period or when requested by the data subject

Employees

· Employees have a duty to inform the employer of changes in information held about them.

Volunteers

· Regular contact by the volunteer coordinators ensure information held is up to date

· Deleting data, after the specified archiving period or when requested by the data subject

Training attendees:

· Attendee data will be held up to a year after the training course to allow for statistical work to be compiled. After this they will be automatically deleted.

· Organisational data will be checked periodically and amended when notification received

Supporters/donors
Addresses copied from sponsor forms, gift aid envelopes and entered into donor database. Regularly updated when notified of change or cessation.

Suppliers

Data are held in our SAGE accounts system and checked for accuracy and the need to be kept on once a year.
2.5 Retention of Data

NESS will retain some forms of information longer than others. All staff are responsible for ensuring that information they hold is not kept for longer than necessary.

Files relating to people who no longer work for NESS or have ceased to be service users are transferred to archive boxes at the end of each financial year in March and kept in the loft, behind a locked door.

After the due time, files will be handed over to a reputable firm for secure shredding.

Similarly electronic data will be erased after the archiving period.
Data retention periods are as follows:

	Job applications
	6 months

	Personnel files
	6 years

	Accident books
	3 years from last entry

	Accounting records
	7 years

	Pension records
	6 years

	Salary records
	6 years

	Sickness leave records
	6 years

	Minutes of Board etc.
	Permanently

	Insurance certificates
	40 years

	Client records
	5 years after deceased (Cat D) for both paper and electronic data, 5 years after last involvement for paper files (Cat C), electronic data for life as continued contact/entitlement for service

	Training course participants
	1 year

	Volunteer records
	1 year

	Donors – non gift aid
	Deleted after thank you letter sent

	Donors – gift aid
	In accordance with HMRC regulations – for life span, six years after deceased


2.5. Ensure individuals can exercise their rights under the act
See privacy statement. NESS makes an effort to provide written material in a format of an individual’s choice. This will extend to data held about an individual.
2.6. Data Security
NESS operates a strict confidentiality policy which applies to staff and volunteers alike. Training is given on induction on how to handle data and data sharing. 

The need to ensure that data is kept securely means that precautions must be taken against physical loss or damage, and that both access and disclosure must be restricted. All employees/volunteers are responsible for ensuring that:

· Any personal data which they hold is kept securely

· Personal information is not disclosed either orally or in writing or otherwise to any unauthorised third party

NESS keeps data in both electronic and paper format. The electronic versions are accessible to staff or volunteers on a need to know basis and each operator has their own password to access relevant areas on the server.

Our servers are backed up daily and weekly back-up copies are taken out of house by our IT contractor and safely stored at their premises.

The Chief Executive has the overall responsibility as the Data Controller. The Head of Corporate Services oversees the filing of data both electronically and on paper and is responsible for NESS’s registration with the Data Protection Registrar. This registration is renewable annually.

Recruitment and employee paper files are kept in a locked filing cabinet or desk. Once the successful candidate has completed all paperwork, personnel files are transferred to a locked filing cabinet in the Chief Executive’s office. The Chief Executive and the Head of Corporate Services have keys for this cabinet.
The Voluntary Services Officer/Volunteer Coordinator holds Volunteers’ files in locked filing cabinets.

Service user files are held in secure filing cabinets at NESS’s offices in Aberdeen, Elgin, Carnoustie and Dundee. All holders of files are responsible for their safe keeping. If service users are also staff members of NESS, their service user file will be kept with the personnel file in the Chief Executive’s office in Aberdeen, unless staff member receives support from a worker, during which time the file will be with the worker.

Service user data is held electronically on the Register Database. The Head of Corporate Services has the overall supervisory responsibility for database operations. Access to the database is on a need to know basis and each member of staff and volunteer has their own password to access areas relevant to their work. Changes can be made by some staff, with most changes carried out by the designated database administrator. 

A backup of the Register Database is completed daily by the IT contractor.

Paper files of people who have stopped receiving a service (deceased, moved away) are stored in the archive area in the loft. The door to that area is kept locked at all times.

2.7. Transfer of data

In cases where data are to be transferred NESS ensures that the request is genuine, is received in writing, and has been made on the stipulation of the data subject, i.e. when someone moves into a different Council area and needs their BP1 form forwarded to the local register holder. NESS does not transfer data abroad.

3. Access to Data

All individuals who are the subject of personal data held by NESS are entitled to:

· The right to be informed – privacy notice

· The right of access – to see information held, within one month, no fee, in format of choice (i.e. photocopy, electronic copy, audio version)

· The right to rectification – to correct incorrect or incomplete information held

· The right to erase – to as for deletion of data

· The right to restrict processing – reduce to storing data, but not processing during times when record accuracy being contested
· The right to data portability – only for data provided by the individual for the performance of a contract and where processing is automatic
· The right to object – to processing data for research, direct marketing, profiling or performance of a task in the public interest
· Rights in relation to automated decision making and profiling – NESS does not have systems in place which make automatic decisions
4. Data Sharing

NESS will share service user data with other agencies such as health services providers, benefits agency, other voluntary organisations and Councils in accordance with the data protection policy and only after the service user has been informed of the reasons for sharing data or after a specific mandate has been obtained. In exceptional cases where other legal requirements and the welfare of vulnerable adults or children require certain action, the service user may not be informed of data sharing instances, i.e. child protection issues where a parent/guardian is suspected to be the perpetrator.
Service users moving out of the area that NESS works in can have their details forwarded to the service provider in their new area of residence. Requests for this need to come from the new service provider, preferably in writing. The database administrator will send the relevant information together with a receipt letter to the new service provider.

Equally, the database administrator will request relevant information for service users newly resident in the area covered by NESS from previous service providers and send back a receipt.
NESS staff in Dundee have access to the Council Mosaic database which contains data about anyone in the City who receives social work services. The fieldwork staff have read access to this to give them a fuller picture of services received by service users they are working with. The admin/resource centre staff have write access to update with basic service user data to enable other staff in the City to see that NESS is involved with a service user. This process helps both sides to be aware of each other’s involvement and help provide a comprehensive service to service users. 
5. Breaches of data protection regulations

NESS staff who have access to other systems (i.e. Council) must ensure that they are only looking at details for people known to NESS. It is an offence to be checking out data relating to people who have no involvement with NESS and we have no locus to be aware of these data. 
NESS staff are required to familiarise themselves with the requirements under data protection regulations and adhere to NESS procedures at all times. Furthermore, staff are encouraged to report to their line manager any concern they may have about data protection within their area of work.

Any staff member found to be contravening the regulations will be dealt with under the NESS disciplinary policy and possibly face criminal prosecution.
Any suspected breach is to be reported to the data controller, the Chief Executive of NESS or to a member of the senior management team. The manager will report the breach to the Information Commissioner’s Office (ICO) and start proceedings to investigate and remedy the breach, working closely with the ICO and documenting the procedures in a comprehensive report. The report will contain details of:
· The nature and timing of the breach

· Then origin of the breach

· Who and what number of people are potentially affected by it

· Risk assessment on how they may be affected

· Decision of whether the data subject(s) is to be informed
· Evidence of reporting to and collaboration with ICO

· Evidence of remedial action taken and planned – with action plan on how to complete all

Such reports will be kept in a special folder in the Chief Executive’s office.

Appendix  – Privacy Statements

General Data Protection Regulations (GDPR)  

Privacy of information- new service user

Terms of engagement
Welcome to NESS. As part of our agreement to deliver you high quality services, we will need to keep some personal details about you in order to give you a service. They will be stored securely and will not be shared outside NESS without your consent, except if we believe your safety or another person’s safety to be at risk. Our obligation to the Health & Social Care Partnership requires us to do this. 

Also, we are legally required to keep records of any work we do with you or on your behalf, which could include letters, emails and telephone calls to and from other agencies. We are required to keep these records for five years after your case is closed and if you have ceased all contact with NESS. 

Many people continue to receive our NESS newsletter as part of our information service, after their case is closed, so they can keep up to date and contact us again easily if they need to. We need their contact details for this.  Please tell us if you no longer wish to receiver the NESS newsletter.  

Your rights
As NESS complies with GDPR you also have the following rights with regards to the information we process about you:

· To read your personal information or case work record and correct anything we have got wrong. (If necessary, we can arrange suitable help for you read it)

· The right to restrict processing – this means we will hold basic information about you but will not process it in any other way. 

· The right to erasure once your case is closed.

We will NEVER use your information for direct marketing, for automated profiling or decision making, nor will we pass it to anyone else for them to do so. 

NESS’s day to day Data Controller is Brigitte Marshall, Head of Corporate Services, 21 John Street, Aberdeen AB25 1BT.  Graham Findlay, Chief Executive retains overall responsibility for data protection. 

If you have any concerns about how we are keeping or using your personal details or our work records about you, please talk to us or contact NESS’s Data Controller. Following this, if you remain unhappy, you are entitled to make a complaint to the Information Commissioner’s Office.

For further details, see the website of the Information Commissioners Office  https://ico.org.uk/
Please sign below to indicate you have understood these terms.

I acknowledge that NESS will keep the personal information I provide and a record of the case work done on my behalf.

Signed ……………………………………………

Date…………


GDPR Privacy of information statement

Staying in touch with you

NESS would like to keep your contact details so we can stay in touch with you and send you our information, in the form of a quarterly newsletter, and other occasional mailings, in the format of your choice. 

This will include relevant news items, information about changes to local and national services, fundraising news or new pieces of equipment becoming available, any or all of which could be of benefit to you.  We will only use your contact details to stay in touch with you and will not share it with any third party or use if for any other purpose. 

At any time, you can ask us to stop and we will take you off our mailings list. 

You can also change the format in which you receive our information. For example, you might wish to change from large print on paper to an audio CD or a BSL DVD. Just get in touch with us. 

Please sign below if you agree to us sending you regular information about NESS services.
Signed 

Date


GDPR Service user privacy of information 

Use of photographic images

From time to time we may ask you to be photographed or you may be included in photographs of some of our activities. 

NESS may use some of these photographic images to promote our values, to demonstrate the kind of support we provide or to assist in our fundraising activities. 

We may publish them electronically, e.g. on our website or Facebook page or on paper in our leaflets, reports or other literature (without names). 

We will NEVER publish your name or reveal any other details about you without your specific consent.

You have the right not to be photographed. 

Please sign below if you agree to us using your image

In Print 


Yes/ No

(specify publication or state ‘any’)……………………………



Electronic media

Yes/ No

(Includes NESS website and facebook page) 

Signed 

Date


GDPR Service user privacy of information 

Use of testimony or personal stories

Many people who use NESS services give us written or verbal feedback about their experiences. Whether we have asked you for it or whether you have volunteered it, we may use this material to help demonstrate the value of service we provide. Such evidence is essential in measuring the quality of our services, but also vital when we are seeking funding from local government bodies, other grant awarding agencies and trust funds. 

If using your words, we will anonymise them and will NEVER reveal your name or otherwise identify you without seeking your express permission.

We are very grateful to those who take the time and trouble to tell us how we are doing or to share their experiences 
We may publish them electronically, e.g. on our website or Facebook page or on paper in our leaflets, reports or other literature (without names). 

You have the right to comment anonymously or not to provide feedback. 

Please sign below to indicate you have understood these terms.

Signed 

Date


GDPR privacy of information statement

Volunteer application  

We need to keep this information about while you remain a volunteer with NESS. We will only use this information to maintain contact with you and to supply you with information relevant to your role as a NESS volunteer. It will not be passed to any third party without your express consent. Our records are reviewed annually, and your details will not be retained for more than 12 months after you have left.

Please sign below if you agree to these terms.

Signed 

Date


GDPR privacy of information statement employees
Under General Data Protection Regulations 2018 NESS will keep personal data about you for the purposes of:

· verifying your qualifications and obtaining references

· carrying out disclosure checks and regular disclosure updates

· establishing you in our payroll and pensions systems (this will involve sharing certain data with payroll and pension providers)

· enabling NESS to carry out duty of care towards employees

· maintenance of attendance, time keeping and sickness records 

· conduct of disciplinary proceedings

· review of your performance and capability (supervision notes)

· operation of NESS business systems

The legal basis for obtaining and retaining data about you is your contract of employment under the Employment Rights Act 1996.

We will keep basic information electronically in a protected server area with access to relevant staff in HR and management. All information obtained from and about you starting with the selection and interview process will be kept in a paper file and added to over the time that you are employed with NESS. This file is kept locked in a cabinet in the Chief Executive’s office and is accessible only to management and key HR personnel. It will be kept in our secure archive for six years after you leave NESS. After this period it will be destroyed by shredding.

You have the right 

· to read your file and to correct anything that we have got wrong

· restrict how we process your information

For further details see the website of the Information Commissioners Office  https://ico.org.uk/

This document forms part of the data protection manual.
Method of personal and special category information coming in to NESS:


Service users– referral forms, CV1 forms, phone call referrals, self- referrals made either by visiting, phoning or emailing


Employees information:  application forms, disclosure checks, equality monitoring forms, declaration of convictions forms, references


Volunteers -  application forms, referees


donors and supporters -  booking forms, payment information, Gift Aid information, 


Training participants -  booking forms


Suppliers – contact details supplied on invoices, through websites, or contact list





Methods of processing personal and special information y NESS:





Service users – assessment of needs, care plans, record of support delivered


Employees – supervision notes, appraisal, sickness absence records, disciplinary records, payment information, child care vouchers, car insurance details


Volunteers - supervision notes, car insurance details, payment details for expenses


Donors and supporters – 


Training participants – evaluation forms


Suppliers – payment and financial procedures as appropriate 





NESS does not share information with any third parties unless obliged to do so under certain legislation or without service users explicit consent.











2

